determining whether a user passes fraud control before^ffecting the sale over a 
computer network by receiving computer-network address information associated with a user, 
the computer-network address information being received from thefxomputer network; 

receiving computer-network address informatio^^(Mn the user; 

comparing the computer-network address infp^ation received from the computer 
network to the computer-network address information received from the user; 

requesting information associated with z method-of-payment from the user when 
the computer-network address information receivea from the computer network matches the 
computer-network address information received frpm the user; 



receiving the information associated with the method-of-payment from the user; 



and 



completing a sale transactiqn leased on the received information associated with 
the method-of-payment. 



2. (Amended) The method aceordinglto claim 1, fiirther comprising the steps of: 



communicating mi^thod-d 



tion to a payment authorization 
database, the method-of-paymeni inforri^ationmicluding the received information associated with 
the method of payment; / 

receiving pa\mient authorisation information;/ associated with the method-of- 
payment from the paymenl/authorization^atkbase; and 

completing the sale transamon-^when^he payment authorization information is 

affirmative. 



8. (Amended) The method according to claim 1, wherein the received information 
associated withihe method-of-payment includes credit card information. 




9. / (Amended) The method according to claim 1, wherein the received information 
associated/with the method-of-payment includes debit card information. 
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10. (Amended) The method according to claim 1, wh^fein the received information 
associated with the method-of-payment includes checking account information. 



11. (Amended) The method according to ^laim 1, wherein the received information 
associated with the method-of-payment includes ele^ctronic funds transfer information. 




12. (Amended) The method according to claim 1, wherein the received information 
associated with the method-of-payment includes a telephone number. 



13. 



(Amended) The^ethod accord|ng t^lairnT^^J^^ the received information 
associated with the method-o^^^yment relates td a c^le television account. 




14. (Amendp) The method accordinj4\to claim ^^^^^erein the received information 
associated with the niethod-of-payment relates to a ij|tility service account. 



15. /^mended) The method according to claim 1, wherein the received information 
associated mth the method-of-payment relates to an Internet service provider account. 



assi 



16. (Amended) The method according to claim 1, wherein the received information 
itiated with the method-of-payment includes method of payment information selected by the 



18. (Amended) The method accor^g to claim 1, wherein the step of determining 

in^liidei 



whether a user passes fraud control further i^cli^[es the steps of: 
receiving information assocjf^tedw^ the user; 
accessing a database; and 
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comparing the received information associated^ with the user with information 




stored in the database, and 
^ wherein the step of requesting inMrnatioaf assorted with the method-of- 

payment from the user is performed when the^eceived info^iefuon associated with the user 
matches the comparison with the information^tored in the aatabase. 



55. (Amended) A method of effecting a sale over a co^^f^uter network, the method 
comprising the steps of: 

receiving a request fromjhe computer networi^ fqr a sale transaction; 

requesting information asfeociated with tj^user in respqnse tp the request for the 
sale transaction; 

receiving information associated^yfth the usSr; 

verifying an identity of the uspr by com^ information associated 

with the user with user information store^n a databas^;^ 

requesting informatiop^^ssociated wi^ ^ method^f payment fromjjiser when the 
identity of the user i^ verified; 



receiving the information associated with the method of payment from the user; 



and 



complefmg a sale transaction based on the received information associated with 
the method of payfnent. 




Applicant respectfully requests the Exanuner to enter the following claims: 



Tt. Ihe method accordmg to ^laim 5;^ further comprising the step of limiting an 
amount of the sale based on a frequency of sale/ to the user during a predetermined period of 
time. 
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72. The method according to claim 55, further comprising the step of linnting an 
amount of the sale based on an amount of money spent by the user during a ppraetermined 
period of time. 

73. The method according to claim 55, further comprising step of blocking the 
sale based on an amount of money spent by the user during a predeten^ned period of time. 

// 

74. The method according to claim 55, wherein the^eceived information associated 
with the user includes a computer-network address for the user, 

the method further comprising the step^f blocking the sale based on a 
comparison of the computer-network address for user with information stored in the 
database. 




75. The method according to claim 55, whefei^;<fiF?d^ived information associated 
with the user includes a computer-network^dress for^^e user, 

the method further comprising the step of limiting amount of the sale based on 
a comparison of the computer-network address for the user ^ith information stored in the 
database. 



76. The method^ccording to claim 55, wherein the received information associated 
with the user includes an^dentification of the user, 

the m^pihod further comprising the step of blocking the sale based on a 
comparison of the identification of the user with information stored in the database. 

/: 

/' 

/; 

11, /The method according to claim 55, wherein the received information associated 

// 

with the user includes an identification of the user, 

the method further comprising the step of limiting an amount of the sale based on 
a confparison of the identification of the user with information stored in the database. 
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78. The method according to claim 55, wherein the received inforpation associated 
with the user relates to credit account information associated with the user^/ 

the method further comprising the step of blocking^^ the sale based on a 
comparison of the credit account information with information stored^n the database. 

79. The method according to claim 55, wherein the received information associated 
with the user relates to credit account information associated with the user, 

the method further comprising the step of limiting an amount of the sale based on 

a comparison of the credit account information with information stored in the database. 

/ 

/ 

80. The method according to claim/55, the received information associated with the 
user includes a billing address, ^ /^^^ 

the method further comprising the step of blocking the sale based on a user billing 

address. 

81. The method according to clainii^^55, the receivei^ information associated with the 
user includes a billing address, / 

the method fui:tiier comprising the^tep^-oflimiting an amount of the sale based on 
a user billing address. 

82. The method according to claim 55, the received information associated with the 
user includes personal information of the user, 

the method further comprising the step of blocking the sale based on personal 
information o^the user. 

83/ The method according to claim 55, the received information associated with the 
user includes personal information of the user. 
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the method further comt^rising the step of Hmiting an amount of0Q sale based on 
pcrsonalkiformation of the user. 




84. A method of effecting a sale over a computer networ^ the method comprising 
steps of: 

^termining whether a user passes fraud controj^ based on method-of-payment 
information associated with the user being contained in a nee^ve Batabase relating to payment 
history associated with the user; and ^/ 

completing a sale transaction over the computer network based on the step of 
determining whether the user passes fraud control. 

// 

85. The method according to claim 8^ fii^^tti^ comprising a step of receiving method- 
of-payment information from the us^ for the;sale^nsaction. 



86. The method according to claim 84, ,^mher coiMrising a step of receivmg a 

// w 



request from the computer network for the sale transaction. 



87. The method according to claim 8^^\whercjn the negative database includes 

information relating to at least one of a delinquen^payment of a credit account charge, an 

// 

insufficient payment of accredit account charge, a refusal of payment relating to a disputed 

// 

charge from a previous/purchase of a product, and a refusal of payment relating to a disputed 



charge from a previou/ purchase of a service. 

// 



88. The method according to claim 84, wherein the step of determining whether the 
user passes frauo control is further based on method-of-payment information associated with the 

// 

the method further comprising steps of: 

communicating the method-of-payment information to a payment authorization 
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user. 



database; 




receiving payment authorization information associated /with the method-of- 



payment from the payment authorization database; and 



completing the sale transaction when the payment akhorization information is 



affirmative. 



89. The method according to claim 88, further comprising a step of transmitting sale 
charge information associated with the sale effected over the computer network to the payment 
authorization database when the sale transaction is complete, the sale charge information 
including information for charging the method-of-payment an amount representing a charge for 
the sale. 



90. The method according to claim 88, wherein the payment authorization database is 
located locally. 

/ 'I . 

91. The method according to claim 88, ^|ierein the^ayment authorization database is 
located at a remote ^te, 




92. The method according to claim M^lrerein the remote site is one of a banking 
institution and a credit card agency. 



93. The nfiethod according to claim 88, wherein the step of receiving payment 
authorization inclu/es a step of verifying information relating to at least a portion of one of an 
expiration date of a credit card, a billing address of the user, a date of birth of the user, a driver's 
license numbe/of the user, a social security number of the user, a password of the user, a 
personal id^mification number (PIN) of the user, a digital certificate of the user, a maiden name 
of the us^t's mother, a telephone number of the user, a cable television account number of the 
user, ability service account number of the user, an Internet Service Provider account of the 
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user, and electronic wallet information associated with the user. 

// 

94. The method according to claim 84, wherein the method-of-payment information 
includes one of credit card information, debit card information, checking account information, 
electronic funds transfer information, a telephone number, a cable television account, a utility 
service account, an Internet service provider account, an4 method-of-payment information 
selected by the user. / 

95. The method according to claim 84, wherein the method-of-payment information 
is received as packetized data. 



96. The method according to claim 84/ whetein the step of determining whether a 
user passes fraud control is further based on informatiofi^tfssoeiM^ with the user, 

wherein the information associated^^ with the useir includes computer-network 
address information for the user, and \\ I 

wherein the step of detenriining further^^includes^teps of: 

receiving computer-network address information associated with the user from 

./ y\ 

the computer network; / vj 

receiving the compi^ter-network address information for the user from the user; 
and / 

comparing the cymputer-network address information received from the computer 
network to the computer-netv^brk address information received from the user. 

/ 

97. The methoa according to claim 84, wherein when the step of determining whether 
a user passes fraud control is further based on information associated with the user; and 

wherei/the step of determining further includes steps of 
accessing a database; and 

/ 

determining whether the information associated with the user matches 
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information stored in the database. 



/ 



98. The method according to claim 84, wherein when the step of determining whether 
a user passes fraud control is further based on information associated with the user, and 
wherein the step of determining further comprises steps of: 
accessing a database; and 

comparing the information associated with the user with information stored in the 

database. 



99. The method according to claim 98, wherein the information associated with the 
user is received as packetized data. 



100. The method according to claim^9S^ wherein the step of comparing the information 
associated with the user with information stored i^ the database verifies information relating to at 
least a portion of at least one of an identity of tt^e^^^s^, a^ecking account number associated 
with the user, a credit card number associated w^th the user, a debit card number associated with 
the user, a zip code of the user, an expiration ^te of a credit^ard, a billing address of the user, a 
date of birth of the user, a driver's license ^umber of thcAiser, a social security number of the 



user, a password of the user, a personal icientificaU^n number (PrN) of the user, a digital 
certificate of the user, a maiden name of the user's mother, a telephone number of the user, a 
cable television account number of the user, a utility service account number of the user, an 
Internet Service Provider account of the user, a fingerprint of the user, a thumbprint of the user, a 
voiceprint of the user, a portrait image of the user, and electronic wallet information of the user. 

101./ The method according to claim 98, further comprising a step of limiting an 
amount of/^the sale based on a frequency of sales to the user during a predetermined period of 
time. 
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102. The method according to claim 98, further comprising a step of limiting an 
amount of the sale based on an amount of money spent by the user during a predetermined 
period of time. 

103. The method according to claim 98, further comprising a step of blocking the sale 
based on an amount of money spent by the user during a predetermined period of time. 

104. The method according to claim 98, further comprising a step of limiting the sale 
based on a time of day. 

105. The method according to claim 98^=^rther comprising a step of blocking the sale 
based on a time of day. / // 



106. The method according to claim m wherein thl^ information associated with the 
user includes a computer-network address for the user, j 

the method further comprising a step of blocKing the sale based on a comparison 



of the computer-network address for the userwith infpmiation stored in the database. 



/ 

107. The method according to claim'' 98, wherein the information associated with the 
user includes a computer-network address for the user, 

the liiethod further comprising a step of limiting an amount of the sale based on a 



,t4 

/ 

database. 



comparison of ^the computer-network address for the user with information stored in the 



10^! The method according to claim 98, wherein the information associated with the 
user includes a geographical location for the user, 

/ the method further comprising a step of blocking the sale based on a comparison 
of th^eographical location for the user with information stored in the database. 
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/ 



109. The method according to claim 98, wherein the information associated with the 
user includes a geographical location for the user, - 

the method further comprising a step of limiting the sale based on a comparison of 
the geographical location for the user with information stored in the database. 

110. The method according to claim 98, wherein the information associated with the 
user includes an identification of the user, 

the method further comprising a step of blocking the sale based on a comparison 
of the identification of the user with information stored in the database. 

111. The method according to wherein the information associated with the 
user includes an identification of the user, 




the method further comprising a st^'p of limiting/an amount of the sale based on a 
comparison of the identification of the user with information stored in the database. 



112. The method according to claii^^, wherein the information associated with the 
user relates to credit account information associM^^ith the user, 

the method further comprising a st^ of blocking the sale based on a comparison 
of the credit account information with information stored in the database. 



113. The method according to claim 112, wherein the credit account information 
includes infonnation relating to at least one of credit card information, debit card information, 
checking ac^6unt information, electronic funds transfer information, a telephone number, a cable 
television account, a utility service account, an Internet service provider account, a credit card 
expiratio/date, an address of the user, a zip code of the user, a billing address of the user, a date 

of birth of the user, a driver's license number of the user, a social security number of the user, a 

// 

personal identification number (PIN) of the user, a password, a digital certificate associated with 
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the user, a maiden name of the user's mother, and electronic wallet information. 



114. The method according to claim 112, wherein the credit a9dount information is 
received from a cookie associated with the user. 




115. The method according to claim 98, wherein the^received information associated 
with the user relates to credit account information associated^with the user, 



the method further comprising a step of^imiting an amount of the sale based on a 
comparison of the credit account information with information stored in the database. 



116. The method according to daim llSfVherein the credit account information 
includes information relating to at least^ri'e of credit qard information, debit card information, 
checking account information, electronic funds transfer ^i^^^tion, a telephone number, a cable 
television account, a utility service^ account, an InteAiet service provider account, credit card 
expiration date for the user, an address for the user, a\\ip cod^^ of the user, a billing address for 



the user, a date of birth of the user, a driver's licens^mjmber of the user, a social security 
number of the user, a personal identification number |PIN) of the user, a password, a digital 
certificate associated with the user, a maiden name of the user's mother, and electronic wallet 
information. 



117. The' method according to claim 115, wherein the credit account information is 

/ 

received from a/6ookie associated with the user. 



11^^ The method according to claim 98, the information associated with the user 
includes^a billing address, 

// the method further comprising a step of blocking the sale when the information 

as^iated with the user does not pass fraud control based on a user billing address. 



- 14- 



(09/432,811) 



119. The method according to claim 98, the information associated with the user 
includes a bilHng address, 

the method further comprising a step of limiting an amount^of the sale when the 
information associated with the user does not pass fraud control based on-a user billing address. 



120. The method according to claim 98, the infonnation associated with the user 
includes personal information relating to the user, / 

the method further comprising a step of blocking the sale when the information 
associated with the user does not pass fraud control based on personal information of the user. 

121. The method according to claim 120, wherein the personal information of the user 
includes at least a portion of at least one of a driver's license number, a social security number, a 

ry 

mother's maiden name, a password, a digital certificate, a personal identification number (PIN), 

// 

a cookie associated with the user, a fingerprint of the usey^ ffiurnbtent of the user, a voice print 
of the user, and a portrait of the user./ %J ■ 

/ ^ :.l J 

122. The method acqording to claim 98, the^relteivecynformation associated with the 
user includes personal inforraation of the user, 

/ 




the method/further comprising the step of limiting an amount of the sale when the 



information associated v(^ith the user does not pass fraud control based on personal information of 
the user. 



123. The method according to claim 122, wherein the personal information of the user 
includes at l^st a portion of at least one of a driver's license number, a social security number, a 
mother's maiden name, a password, a digital certificate, a personal identification number (PIN), 
a cookie^ssociated with the user, a fingerprint of the user, a thumbprint of the user, a voice print 
of the liser and a portrait of the user. 
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A 

124. The method according to claim 98, whereiti the database is a shared database. 

125. The method accjordmg^o claim 98, wh^^^ the database is located locally. 

126. ^<The method according to claim 98^i^^ein the database is located at a remote 



127. y A method of effecting a sale over a computer network, the method comprising 

steps oT 

determining whether a sale transaction over the computer network should be 
limited to a predetermine^ amount based on information received from a user; and 

completing the sale transaction over die computer network limited by the 
predetermined amount when the step of determining determines that the sale transaction should 
be limited to the predetermined amount. 

128. The method according to claim 127, further comprising a step of receiving a 
request from the computer network for the sale transaction. 

129. The method according to claim 127, further comprising a step of receiving 
method-of-payment information from the user for the sale transaction before the step of 
completing the salQ transaction. 

130. The method according to claim 129, the method further comprising steps of: 
communicating the method-of-payment information to a payment authorization 

database; 

receiving payment authorization information associated with the method-of- 
payment from the payment authorization database; and 

completing the sale transaction when the payment authorization information is 
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r 



affirmative. 



131. The method according to claim 130, further comprising a step of transmitting sale 
charge information associated with the sale effected over the computer netw^ork to the payment 
authorization database when the sale transaction is complete, the sale charge information 
including information for charging the method-of-payment an amount representing a charge for 
the sale. 

132. The method according to claim 130, wherein the payment authorization database 
is located locally. 

133. The method according to claim 130, wherein the payment authorization database 
is located at a remote site. 



134. The method according to claim 133, wherein the remote site is one of a banking 
institution and a credit card agency. 



135. The method according to claim 130, wherein the step of receiving payment 
authorization information includes a step of verifying information relating to at least a portion of 
one of an expiration date of a credit card, a billing address of the user, a date of birth of the user, 
a driver's license number of the user, a social security number of the user, a password of the 
user, a personal identification number (PIN) of the user, a digital certificate of the user, a maiden 
name of the user's mother, a telephone number of the user, a cable television account number of 
the user, a utility service account number of the user, an Internet Service Provider account of the 
user, and electronic wallet information associated with the user. 

136. The method according to claim 129, wherein the method-of-payment information 
includes one of credit card information, debit card information, checking account information. 
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electronic funds transfer information, a telephone number, a cable television account, a utility 
service account, an Internet service provider account, and method-of-payment information 
selected by the user. 

137. The method according to claim 127, wherein the information received from the 
user is received as packetized data. 

138. The method according to claim 127, wherein the information received from the 
user includes computer-network address information for the user, and 

wherein the step of determining further includes steps of: 

receiving computer-network address information associated with the user from 
the computer network; and 

comparing the computer-network address information received from the computer 
network to the computer-network address information received from the user. 

139. The method according to claim 127, wherein the step of determining further 
includes steps of: 

accessing a database; and 

determining whether the information received from the user matches information 
stored in the database. 

140. The method according to claim 127, wherein the step of determining further 
comprises steps of: 

accessing a database; and 

comparing the information received from the user with information stored in the 

database. 

141 . The method according to claim 140, wherein the database is a shared database. 
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142. The method according to claim 140, wherein the database is located locally. 

143. The method according to claim 140, wherein the database is located at a remote 

site. 

144. The method according to claim 140, wherein the database includes information 
relating to at least one of a delinquent payment of a credit account charge, an insufficient 
payment of a credit account charge, a refusal of payment relating to a disputed charge from a 
previous purchase of a product, and a refusal of payment relating to a disputed charge from a 
previous purchase of a service. 

145. The method according to claim 140, wherein the step of comparing the 
information received from the user with information stored in the database verifies information 
relating to at least a portion of at least one of an identity of the user, a checking account number 
associated with the user, a credit card number associated with the user, a debit card number 
associated with the user, a zip code of the user, an expiration date of a credit card, a billing 
address of the user, a date of birth of the user, a driver's license number of the user, a social 
security number of the user, a password of the user, a personal identification number (PIN) of the 
user, a digital certificate of the user, a maiden name of the user's mother, a telephone number of 
the user, a cable television account number of the user, a utility service account number of the 
user, an Internet Service Provider account of the user, a fingerprint of the user, a thumbprint of 
the user, a voiceprint of the user, a portrait image of the user, and electronic wallet information 
of the user. 

146. The method according to claim 127, wherein the predetermined amount is based 
on a frequency of sales to the user during a predetermined period of time. 
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147. The method according to claim 127, wherein the predetermined amount is based 
on an amount of money spent by the user during a predetermined period of time. 

148. The method according to claim 127, wherein the step of determining determines 
an amount that blocks the sale transaction based on an amount of money spent by the user during 
a predetermined period of time. 

149. The method according to claim 127, wherein the predetermined amount is based 
on a time of day. 

150. The method according to claim 127, wherein the step of determining determines 
an amount that blocks the sale transaction based on a time of day. 

151. The method according to claim 127, wherein the information received from the 
user includes a computer-network address for the user, and 

wherein the step of determining determines an amount that blocks the sale 
transaction based on a comparison of the computer-network address for the user with 
information stored in the database. 

152. The method according to claim 127, wherein the information received from the 
user includes a computer-network address for the user, and 

wherein the predetermined amount is based on a comparison of the computer- 
network address for the user with information stored in the database. 

153. The method according to claim 127, wherein the information received from the 
user includes a geographical location for the user, and 

wherein the step of determining determines an amount that blocks the sale 
transaction based on a comparison of the geographical location for the user with information 
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stored in the database. 

154. The method according to claim 127, wherein the information received from the 
user includes a geographical location for the user, and 

wherein the predetermined amount is based on a comparison of the geographical 
location for the user with information stored in the database. 

155. The method according to claim 127, wherein the information received from the 
user includes an identification of the user, and 

wherein the step of determining determines an amount that blocks the sale 
transaction based on a comparison of the identification of the user with information stored in the 
database. 

156. The method according to claim 127, wherein the information received from the 
user includes an identification of the user, and 

wherein the predetermined amount is based on a comparison of the identification 
of the user with information stored in the database. 

157. The method according to claim 127, wherein the information received from the 
user relates to credit account information associated with the user, and 

wherein the step of determining determines an amount that blocks the sale 
transaction based on a comparison of the credit account information with information stored in 
the database. 

158. The method according to claim 157, wherein the credit account information 
includes information relating to at least one of credit card information, debit card information, 
checking account information, electronic funds transfer information, a telephone number, a cable 
television account, a utility service account, an Internet service provider account, a credit card 
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expiration date, an address of the user, a zip code of the user, a billing address of the user, a date 
of birth of the user, a driver's license number of the user, a social security number of the user, a 
personal identification number (PIN) of the user, a password, a digital certificate associated with 
the user, a maiden name of the user's mother, and electronic wallet information. 

159. The method according to claim 157, wherein the credit account information is 
received from a cookie associated with the user. 

160. The method according to claim 127, wherein the information received from the 
user relates to credit account information associated with the user, and 

wherein the predetermined amount is based on a comparison of the credit account 
information with information stored in the database. 

161. The method according to claim 160, wherein the credit account information 
includes information relating to at least one of credit card information, debit card information, 
checking account information, electronic funds transfer information, a telephone number, a cable 
television account, a utility service account, an Internet service provider account, credit card 
expiration date for the user, an address for the user, a zip code of the user, a billing address for 
the user, a date of birth of the user, a driver's license number of the user, a social security 
number of the user, a personal identification number (PIN) of the user, a password, a digital 
certificate associated with the user, a maiden name of the user's mother, and electronic wallet 
information. 

162. The method according to claim 160, wherein the credit account information is 
received from a cookie associated with the user. 

163. The method according to claim 127, wherein the information received from the 
user includes a billing address, and 
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wherein the step of determining determines an amount based on a user billing 
address that blocks the sale transaction. 

164. The method according to claim 127, wherein the information received from the 
user includes a billing address, and 

wherein the predetermined amount is based on a user billing address. 

165. The method according to claim 127, wherein the information received from the 
user includes personal information relating to the user, and 

wherein the step of determining determines an amount based on personal 
information of the user that blocks the sale transaction. 

166. The method according to claim 165, wherein the personal information of the user 
includes at least a portion of at least one of a driver's Hcense number, a social security number, a 
mother's maiden name, a password, a digital certificate, a personal identification number (PIN), 
a cookie associated with the user, a fingerprint of the user, a thumbprint of the user, a voice print 
of the user, and a portrait of the user. 

167. The method according to claim 127, wherein the information received from the 
user includes personal information of the user, and 

wherein the predetermined amount is based on personal information of the user. 

168. The method according to claim 167, wherein the personal information of the user 
includes at least a portion of at least one of a driver's license number, a social security number, a 
mother's maiden name, a password, a digital certificate, a personal identification number (PIN), 
a cookie associated with the user, a fingerprint of the user, a thumbprint of the user, a voice print 
of the user and a portrait of the user. 
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